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Every second, a production HDFS cluster generates thousands
of log events. Engineers cannot read them. Rule-based
systems cannot anticipate them. And every existing ML system
waits for the anomaly to appear before raising an alert.

We asked a different question: can a model learn what failure
looks like before it happens, from the sequence of events
leading up to it?

Introduction



Modern distributed systems like HDFS generate millions
of log messages describing system activity, making it
difficult to monitor and anticipate failures at scale. This
project aims to develop a machine learning system that
analyses log event sequences to predict system failures
before they occur.

Problem Statement



Hadoop Distributed File System is a large-scale storage system that runs across
clusters of machines. As it operates, it continuously generates millions of log
messages recording every action, event, and state change across all components

The volume of logs makes manual monitoring practically impossible. Traditional
tools rely on hardcoded rules that only flag known error types, meaning they
react after a failure has already occurred

Treat logs as sequences of events and apply machine learning to distinguish
normal from anomalous behaviour. The model learns to recognise early warning
patterns in log event sequences before an actual failure occurs. This shifts
monitoring from reactive to predictive, which is the core contribution of the
project

Problem Statement



Du, Min & Li, Feifei & Zheng, Guineng & Srikumar, Vivek. (2017). DeepLog: Anomaly Detection and Diagnosis from System Logs through Deep
Learning. 1285-1298. 10.1145/3133956.3134015. 

F1 Score = 96%

Benchmark

One of the first deep learning
approaches for log anomaly
detection
Models system logs as event
sequences
Uses an LSTM network to learn
normal log patterns
Predicts the next expected log event
in a sequence

Gap
Detects anomalies only after
abnormal patterns appear
Does not predict future failures



Hadadi, Fatemeh & Shin, Donghwan & Bianculli, Domenico & Briand, Lionel. (2024). Systematic Evaluation of Deep Learning Models for Log-
based Failure Prediction. Empirical Software Engineering. 29. 10.1007/s10664-024-10501-4. 

Best performing configuration:
                   CNN + Logkey2vec
                   F1-score = 0.974

Evaluated on a large real-world
industrial log dataset

Benchmark

Conducts a systematic evaluation of deep learning
models for log-based failure prediction.
Evaluates multiple architectures:

1.CNN
2.LSTM
3.BiLSTM
4.Transformer

Uses Logkey2vec embeddings to represent log
events

Gap
Failure prediction is framed as binary classification
of entire log sessions
No prediction horizon is defined, meaning the
model effectively predicts at the moment of failure



Zhang, Ke & Xu, Jianwu & Min, Martin & Jiang, Guofei & Pelechrinis, Konstantinos & Zhang, Hui. (2016). Automated IT system failure prediction: A
deep learning approach. 1291-1300. 10.1109/BigData.2016.7840733. 

One of the earliest works framing log analysis as failure prediction instead of anomaly detection
Uses RNN/LSTM models to analyze streamed system console logs
Learns patterns in log sequences that precede system failures
Predicts the likelihood that a system failure will occur soon

Evaluated on large-scale console logs
from production systems
Recall = 63.6%

Benchmark

Gap
Does not define a prediction
horizon (k events or time window)
Predictions are made close to the
failure moment, providing limited
early warning



Number of blocks 575,061

Number of event
templates

1755

Average sequence
length

239

Dataset
DATASET SOURCE

The dataset we are using in this project is the HDFS Log Dataset,
obtained from LogHub. The original HDFS logs were collected from
a production Hadoop cluster during normal system operation. We
are using a preprocessed version of this dataset available on
hugging face.

Logs are grouped by block execution. Each block contains a sequence of
log events representing system activity during that block operation. 

DATASET STRUCTURE

DATASET CHARACTERISTICS

Each block contains a variable-length
sequence of events
Events represent system operations such as
block transfers, acknowledgements, or
verification failures
Each event corresponds to a log template
extracted using the Drain log parser

These labels(Normal/Anomaly) were created during dataset preparation by identifying failed block operations in the system logs.

Feature
block_id
tokenized_block
label_block_status

Example:
block_id:

tokenized_block:
label:

Description
unique identifier for block execution
sequence of encoded log event IDs
Normal / Anomaly

blk_-1608999687919862906
[5,17,22,17,44,9]
Anamoly



The original dataset contains variable-length sequences, while machine
learning models require fixed-length inputs

Each block sequence is converted into fixed-length
forecasting windows using a sliding window approach.
Example:
Original Block sequence :
[E5 E17 E22 E17 E44 E9 E12 E8 E3 E19]
Generated input windows:
[E5 E17 E22 E17 E44]
[E17 E22 E17 E44 E9]
[E22 E17 E44 E9 E12]
[E17 E44 E9 E12 E8]

Generating all windows produced extremely large
datasets, so a sampling strategy was used.

Window Sequence Generation Future Window Forecast Generation
From each event sequence, continuous sliding
forecasting windows are generated.
Example:
 Input Window:
                                  [E5 E17 E22 E17 E44]
Future Window:
                                  [E9 E12 E8 E3 E19]
 If the future window contains failure-indicative events:
                                             label =1
 otherwise 
                                              label =0
Final dataset:

X → input event windows 
y → future failure likelihood labels

Dataset



Sequence Length Distribution
Shows how many log events occur in each block

 Class Distribution

The Drain Parser converts raw unstructured system logs into structured event templates by replacing variable
values with placeholders and assigning each template a unique event ID. Additional preprocessing steps
include event sequence extraction, sequence length computation, event frequency and error count extraction,
forecasting window generation, and sequence padding. These transformations convert raw logs into
structured sequential inputs suitable for BiLSTM-based early failure forecasting.

Dataset Preprocessing



Weighted Cross-Entropy Mechanism
We used a weighted learning mechanism to assign higher importance to minority-class failure samples.
Misclassifying failures was penalized more heavily, helping reduce majority-class bias and improve anomaly
detection.
Focal Loss
We implemented Focal Loss to focus learning on hard-to-classify and rare failure samples:
FL(pt) = α(1 − pt)^γ CE(pt)
This reduces the influence of easy samples and improves failure sensitivity and recall.
Under-sampling Strategy
We applied under-sampling to balance the dataset, maintaining a 3:1 ratio (normal:failure).
This reduced class imbalance and helped the model learn minority-class patterns more effectively.
Threshold Optimization
 Instead of a fixed threshold (0.5), we dynamically selected a threshold that maximized validation F1-score.
This improved:

precision-recall balance
anomaly sensitivity
minority-class prediction performance

Class Imbalance



1.  LOG EVENT SEQUENCE INPUT
Input to the system consists of tokenized log
event sequences obtained from structured

HDFS logs.

Example Sequence:
[E12, E4, E7, E7, E3]

Each event represents a log template extracted using log
parsing techniques such as Drain.

System failures occur due to temporal
patterns of events rather than isolated log
messages. Sequential event modelling helps
capture evolving system behaviour.

Why event sequences:

2. SLIDING WINDOW FORECAST
GENERATION

The event sequence is divided into fixed-length
sliding windows to create forecasting samples.

Example*:
Input Window:

[E12, E4, E7]
Future Window:

[E7, E3]
→ Failure likely within next k events

Why sliding window:
This allows the model to learn patterns that
precede failures before the full sequence
completes, enabling proactive failure
prediction.

Methodology



BiLSTM  captures:
temporal dependencies
forward and backward context
recurring failure patterns
escalation behavior before failures

Methodology

4.SEQUENCE MODELING-BiLSTM NETWORK

3.FEATURE ENGINEERING LAYER
Sequential logs are transformed into structured numerical
representations.

These engineered features help the model
identify statistical and temporal anomaly
patterns associated with system failures.

Why feature engineering:

The embedded event sequence is processed using a
Bidirectional LSTM (BiLSTM) network.

Why BiLSTM: 
BiLSTM processes sequences in both
forward and backward directions, enabling
richer contextual understanding of system
log behavior compared to standard LSTM.

5.FAILURE PREDICTION LAYER
The output of the BiLSTM is passed through a fully
connected prediction layer.

The model predicts:
x% chance of system failure likely in the
next k events

Example output: 

Failure probability = 0.87
Predicted horizon = next 5 events



High recall (0.91) → CNN effectively detects most failure cases (strong early warning
capability)
Moderate precision (0.76) → higher false positives due to lack of temporal understanding
F1 score (0.83) → good balance, making CNN a strong baseline model
Limitation → captures local patterns well but misses sequence dependencies, which later
models improve

Base Model - CNN



XGBoost

High precision (0.98) → makes very confident
predictions with fewer false alarms
Good F1 score (0.88) → achieves strong overall
performance
Lower recall (0.79) → misses a significant number
of failure cases
Limitation → lacks sequence understanding,
making it less effective for capturing evolving
patterns before failure, which is critical for early
detection



Final Model - BiLSTM

High recall (0.87) → effectively detects most failure cases, making it reliable for early
warning
Strong F1 score (0.84) → maintains a good balance between precision and recall
Captures temporal dependencies → learns sequence patterns leading up to failure,
unlike static models
Selected model → preferred due to higher recall, ensuring fewer missed failure cases





Cloud providers like AWS, Google Cloud, and Azure run HDFS-style
distributed systems at massive scale. This system would monitor
thousands of nodes simultaneously and alert engineers before a node
or service goes down

During high-traffic events like sales or product launches, distributed
storage failures can cause checkout failures. This system’s predictive
monitoring prevents revenue loss at critical moments

Core banking platforms process millions of transactions across
distributed servers. This system can predict failures before they cause
downtime preventing financial loss and service disruption

Implementation & Uses



Explainability of Predictions
The model flags a sequence as anomalous but does not tell the engineer
which specific events triggered the alert
Integrating attention visualization or SHAP values would make the
system actionable rather than a black box, which is critical for real
deployment

Time-Based Prediction Horizon
The current model predicts failure within the next N log events, but
operators need time-aware alerts such as "failure likely in the next 5
minutes"
Future work involves extracting timestamps from raw HDFS logs,
computing inter-event time intervals, and reframing the prediction task
from event-count horizons to time-based horizons

Future Scope



Thank You
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